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This paper examines the need for Suite B security, the underlying technology, chip-level 
requirements, and real-world implementations. This paper is sponsored by Exar, but all 
opinions and analysis are those of the author. 

Situation Analysis: The Need for Suite B  

Currently, two distinct markets exist for network-security systems that encrypt network 
data. High-volume commercial virtual-private-network (VPN) systems are built around 
industry standards such as IPSec that use published and well-known cryptographic 
algorithms of various strengths. By contrast, current U.S. government systems that carry 
classified data use NSA Type 1 equipment built around classified algorithms. Type 1 
systems are evaluated and certified by the National Security Agency (NSA). Because 
Type 1 products are themselves classified, their possession requires a security clearance, 
and their export is severely restricted. For these reasons, Type 1 equipment is generally 
available to only the U.S. government and its contractors.  

Type 1 VPN systems use the High Assurance Internet Protocol Encryptor (HAIPE) 
Interoperability Specification (IS). This specification is based on IPSec but has both 
enhancements and restrictions as compared with the industry standard. Prior to HAIPE IS 
Version 3, all HAIPE products used a classified set of crypto algorithms known as Suite 
A. Released in 2006, HAIPE IS Version 3 added a new set of publicly available crypto 
algorithms known as Suite B, which is described in detail below. 

Unlike HAIPE IS, the IPSec and related IKE industry standards allow a wide variety of 
implementations using various crypto algorithms and key sizes. Commercial products 
must interoperate with a large installed base of VPN equipment. Interoperability 
requirements can lead to a least-common-denominator problem, where newer equipment 
cannot use a new or improved crypto algorithm because existing systems or software do 
not support it. In addition, relatively few commercial VPN systems are submitted to 
government-sanctioned or commercial laboratories for certification. Regardless of what 
crypto algorithms are used, hardware and software implementations may have other 
vulnerabilities due to design flaws. 

Thus, there exists a huge gap between mainstream commercial VPN products and Type 1 
systems. Available commercial products are deemed inadequate for protection of 
classified data. By contrast, Type 1 systems are too tightly controlled and cost-prohibitive 
for commercial applications. Making matters worse, the two types of systems are 
incompatible. 

The issues of interoperability and broader availability of secure communications systems 
came to the forefront on September 11, 2001, and in the events that followed. The 9/11 
Commission Report cited inadequate communications among responding agencies. In 
particular, public-safety personnel (or first responders) lacked interoperable radio 
systems. 
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Another problem was the lack of realtime information sharing between coalition forces 
involved in military operations. The U.S. Department of Defense (DoD) built its Global 
Information Grid (GIG) to enable secure realtime global communications for U.S. 
military forces. But DoD networks use Type 1 equipment that is not available to all 
coalition partners. As a result, cross-domain gateways must be used to connect these 
partnersÕ networks. These gateways require human intervention to release classified 
material and therefore do not operate in realtime. 

Goals for NSA Suite B  

Announced in 2005, NSA Suite B is part of the larger Cryptographic Modernization 
Program that began in 2000. NSA's stated goal in publishing Suite B was to provide the 
industry with a common set of cryptographic algorithms that would meet the needs of the 
widest range of U.S. government users. These include many users that previously 
required Type 1 equipment for the transmission of classified information. 

Within the U.S. governmentÕs Òclassified communityÓ (which includes DoD, various 
security agencies, and research labs), about 1.3 million Type 1 devices are currently in 
service. These devices carry information at different classification levels, including the 
Top Secret (TS) level as well as the Secret-and-below levels. New HAIPE-IS products 
will support Suite B for all classification levels including TS.  With Suite B, NSA plans 
to migrate about 80% of all Type 1 systems to commercial-off-the-shelf (COTS) 
products. To enable this transition to COTS, future HAIPE versions will use the IPSec 
protocol. Suite B will be NSAÕs default choice for all levels of classified traffic; only in 
very few exceptional cases will Suite A continue to be used due to overriding security 
concerns. For DoD, the move to Suite B will enable realtime communication with foreign 
military partners. 

Devices suitable for Secret-and-below classified information are sometimes called 
medium assurance or medium robustness products, although NSA no longer uses these 
terms. Conceptually, these medium-assurance products fill the void between high-
assurance Type 1 systems and existing commercial products. Practically, these Suite BÐ
enabled products help address the issue of interoperability between federal, state, and 
local governments. For example, the U.S. Department of Homeland Security (DHS) 
needs secure networks that enable cooperation and coordination with local law 
enforcement. 

Whereas NSAÕs goal was to enable COTS products for U.S. and partner government 
users, DHS is tasked with securing the nationÕs critical infrastructure and key resources 
(CIKR). Virtually every sector of the CIKR uses networks that could be compromised by 
cyber attacks. Important CIKR sectors include energy, water, transportation, banking, and 
communications. Increasingly, even control systems are connected to networks that are 
subject to attack. For example, the initiative to develop a more efficient Smart Grid 
creates new security concerns. To help address these concerns, authentication and 
encryption are being designed into the Smart Grid specifications from the start. Although 
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specific algorithms have not yet been selected, the Suite B algorithms are good 
candidates due to the very long life cycles of utility systems. 

As of mid-2009, DHS had developed recommended practices for the protection of CIKR 
but did not have the authority to mandate their adoption. This could change, however, as 
the Obama administration has elevated the priority of cyber security. 

The Suite B Algorithms  

As Table 1 shows, Suite B specifies algorithms and strengths for bulk-data encryption, 
hashing, digital signatures, and key exchange. The Advanced Encryption Standard (AES) 
was approved by the U.S. National Institute of Standards and Technology (NIST) in 
2001. AES was developed as a next-generation encryption standard to replace the aging 
Data Encryption Standard (DES). Using a key size of only 56 bits, DES had been broken, 
forcing the use of a triple-pass method called 3DES. Although 3DES remains secure, it is 
very compute intensive. This situation led NIST to seek a new algorithm that would be 
viable for the remainder of this century. AES is intended for broad use, with no 
intellectual property or export restrictions. Standard AES key lengths are 128, 192, and 
256 bits. NIST estimates that AES with a 128-bit key is more secure than 3DES. 

 
  Classification Level  

Usage Algori thm  Secret and Below  Top Secret  

Encryption  AES-GCM 128-bit key 256-bit key 

Hashing  SHA-xxx 256-bit digest 384-bit digest 

Digital Signature  ECDSA 256-bit key 384-bit key 

Key Exchange  ECDH 256-bit key 384-bit key 

Table  1. NSA Suite B algorithms and strengths by classification level.  

AES is a block cipher that can be used in various modes. Some modes in common use, 
such as AES-CBC, do not lend themselves to efficient high-speed hardware designs and 
also require separate algorithms for message authentication. AES Galois Counter Mode 
(AES-GCM) is a newer mode that solves both of these concerns. As a result, NSA 
selected AES-GCM for Suite B. AES-GCM with a 128-bit key is also the mandatory 
cipher suite for Ethernet link-layer encryption (IEEE 802.1AE). 

SHA-256 and SHA-384 are hash algorithms used in Suite B for multiple public-key 
generation and exchange functions. The hash function takes an arbitrarily long string of 
bits and generates a single fixed-length result called a Òmessage digestÓ. As their names 
imply, SHA-256 and SHA-384 produce 256- and 384-bit results, respectively. They are 
an evolution of the commonly used SHA-1, which produces a hash result of 160 bits and 
is an improved version of the Secure Hash Algorithm (SHA). In 2005, SHA-1 was shown 
to be theoretically vulnerable to collision attacks. Consequently, Suite B specifies SHA-
256 at a minimum. SHA-256 and SHA-384 are members of a family commonly referred 
to as SHA-2, which also includes 224-bit and 512-bit variants. 
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Although modes and strengths vary, the AES and SHA families of algorithms are in 
widespread use in commercial systems. By contrast, ECDSA and ECDH use elliptic 
curve cryptography, which represents a break from common implementations. Most 
commercial systems use RSA for signatures and Diffie-Hellman (DH) or RSA for key 
exchange. Government systems alternatively use DSA for signatures in place of RSA. 
The problem with these existing algorithms is that, as computing power has grown, they 
began requiring very large key sizes to remain secure. Computing large keys is 
computationally intensive, and large keys increase packet overhead, which can consume 
precious bandwidth in wireless applications. 

Elliptic-curve cryptography (ECC) is based on the elliptic-curve discrete-logarithm 
problem, which is an evolution of the discrete-logarithm approach used in traditional 
Diffie-Hellman and DSA. RSA uses a different approach based on integer factorization. 
Methods for solving the elliptic-curve problem are much less efficient than those for 
solving the problems used in the earlier algorithms. As a result, elliptic-curve systems can 
use a much shorter key and still be safe, as Table 2 shows. This situation greatly reduces 
the number of bits that must be transmitted.  

Bits of 
Security  

 
Bulk Algorithms  

DSA & DH 
Modulus  

RSA 
Modulus  

ECC 
Prime Field  

80 3DES using 2 keys 1,024 bits 1,024 bits 160 bits 

112 3DES using 3 keys 2,048 bits 2,048 bits 224 bits 

128 AES with 128-bit key 3,072 bits 3,072 bits 256 bits 

192 AES with 192-bit key 7,680 bits 7,680 bits 384 bits 

256 AES with 256-bit key 15,360 bits 15,360 bits 521 bits 

Table  2. Comparable strengths of cryptographic algorithms . (Source: NIST Special 
Publication 800-57 Part 1) 

Elliptic Curve DSA (ECDSA) is defined by NIST in FIPS 186-3, the Digital Signature 
Standard (DSS). The first version of the DSS (FIPS 186-1) was published in 1994 and 
included the RSA algorithm and the Digital Signature Algorithm (DSA). Approved in 
2000, FIPS 186-2 added ECDSA as a third approved algorithm. ECDSA produces digital 
signatures that are twice the length of the key size. FIPS 186-3 also recommends the 
specific elliptic curves used in ECDSA as well as ECDH. 

ECDH is defined in NIST Special Publication 800-56A, which recommends key 
establishment schemes. In this document, ECDH is referred to by the lengthy name 
Elliptic Curve Cryptography Cofactor Diffie-Hellman (ECC CDH), as distinct from 
traditional finite-field-cryptography Diffie-Hellman. This publication also includes an 
alternative to DH called MQV (for Menezes, Qu, and Vanstone). 

Acquired by Research In Motion in March 2009, Certicom owns a large portfolio of 
patents around ECC algorithms and implementations. NSA acquired a license to 26 
Certicom patents covering the ECMQV algorithm for use in U.S. government systems. 
This license, however, does not cover non-government uses of Suite B. Due to ongoing 
intellectual-property concerns, NSA later dropped ECMQV from Suite B. But CerticomÕs 
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implementation patents may apply to other ECC algorithms including ECDH and 
ECDSA. 

Whereas industry standards offer many options for algorithms and strengths, Suite B 
defines only two variations. Both variations use the same algorithms and differ only in 
key sizes. The set with smaller keys is acceptable for information at Secret-and-below 
classifications, whereas Top Secret information must be protected using the set with 
larger keys. From a security perspective, this approach guarantees that each function uses 
a similar strength. A cryptographic system is only as strong as its weakest function. For 
example, a common commercial implementation would use AES with 128-bit keys for 
bulk crypto while using 1,024-bit keys for signatures and key exchange. As Table 2 
shows, the relatively weak public-key algorithms yield a system that is no more secure 
than 3DES using only two keys. 

The other benefit of Suite BÕs narrow implementation options is the ability to scale across 
classification levels. Traditionally, each classification level required a dedicated network. 
With Suite B, networks carrying information at all classification levels of Secret and 
below will be interoperable. In addition, Suite B products designed for Top Secret 
networks will also support the weaker keys that are acceptable for Secret-and-below data. 
As a result, Top Secret systems could, with the appropriate protections, interoperate with 
networks carrying less sensitive information. 

With Suite B, NSA specified only algorithms, not protocols. NIST has been working 
closely with the IETF to ensure that industry standards encompass the algorithms used by 
Suite B. For IPSec, RFC 4869 specifies the use of Suite B algorithms, while RFC 4754 
standardizes the use of ECDSA for authentication (using the IKE and IKEv2 protocols). 
For TLS (the standardized version of SSL), RFC 5430 defines a Suite B compliant profile 
using ECDH, ECDSA, AES-GCM, and SHA-256/384. For classified systems, HAIPE IS 
Version 3 already includes the Suite B algorithms as noted above. 

Containment & FIPS 140  

Because Suite B is an algorithm suite, it specifies key strength but is silent on the issue of 
key protection. System implementations have vulnerabilities, which could enable an 
attacker to access key material. Sophisticated attacks can even use indirect information to 
reduce the difficulty of guessing keys. For example, an attacker could observe patterns in 
electromagnetic emissions (EMI) or in power consumption. Thus, an important aspect of 
system design is containment of security materials including keys. 

To address system-level design issues for sensitive-but-unclassified (SBU) applications, 
NIST developed FIPS 140. The U.S. government requires FIPS 140 compliance for SBU 
systems; some commercial sectors, such as banking, require their vendors to comply with 
FIPS 140 as well. Released in 2001, the current revision is FIPS 140-2. This and prior 
revisions defined four levels of security, with Level 4 being the most secure. FIPS 140-3, 
which remained in draft form as of July 2009, will redefine the four levels. 
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Rather than specifying requirements for complete systems, FIPS 140 defines a 
cryptographic module, which is the set of hardware and software that implements 
security functions including crypto algorithms and key generation. NIST validates 
modules through its Cryptographic Module Validation Program (CMVP). By creating a 
cryptographic boundary around a module, vendors can change other parts of their system 
designs without affecting their NIST certification. 

Security Level 1 is fairly cursory, requiring that certified algorithms are used but not 
requiring any type of physical security. Level 2 adds requirements for physical tamper 
evidence, which can use seals or locks on a moduleÕs cover. This approach provides 
physical protection for what the standard calls critical security parameters (CSPs), which 
include secret and private keys as well as authentication data such as passwords and 
PINs. Level 2 also requires single-factor user authentication, such as a password. Rather 
than just tamper evidence, Level 3 requires tamper resistance, to prevent an attacker from 
accessing CSPs, and adds requirements around how CSPs are transferred into and out of 
the module. Level 3 also requires identity-based user authentication. 

Level 4 requires physical security mechanisms that respond to attempts at unauthorized 
physical access. If the module detects a tampering attempt, any plaintext (unencrypted) 
CSPs should be overwritten with zeros (ÒzeroizedÓ). Modules must also resist 
environmental attacks such as temperature and voltage fluctuations. This level of physical 
protection allows Level 4 modules to be used in environments that are themselves 
unprotected (e.g., outside of classified facilities). Level 4 adds the requirement for two-
factor authentication, which typically means adding biometrics or a physical token to a 
password. 

The new Level 5 in draft FIPS 140-3 adds requirements for EMI-attack protection, non-
visual radiation (e.g., x-ray) examination protection, and encryption/authentication of all 
stored security parameters. 

ExarÕs Hifn Suite B Solution  

Now a part of Exar, Hifn has developed a Suite BÐenabled security processor that 
represents the companyÕs third-generation flow-through design. The SentryFlow 9150 
chip can form the heart of a dual-port Gigabit Ethernet (GbE) network-interface card 
(NIC) that handles full IPSec processing including the IKE/IKEv2 protocol. In addition 
to implementing all Suite B algorithms, the 9150 includes containment features that 
enable FIPS 140Ðcompliant board designs. 

Figure 1 shows a block diagram of the SentryFlow 9150. The chip integrates four GbE 
interfaces that are separated into a pair of network ports for encrypted (black) data and a 
pair of host ports for unencrypted (red) data. Thus, the host sees only cleartext and is 
completely isolated from IPSec processing. The 9150 can sustain AES-GCM throughputs 
of up to 4Gbps and adds only a few microseconds of latency (delay). The chip integrates 
three RISC processors, two of which are customized for data-path processing. 
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For incoming packets, the DPU performs packet parsing and security-association (SA) 
lookup. The dual crypto engines handle bulk encryption for AES and SHA-2 as well as 
legacy algorithms including 3DES and SHA-1. As required by Suite B, the crypto 
engines support AES-GCM with 128/256-bit keys. The post-crypto processor performs 
IP-header checks and packet filtering (stateless firewall) for incoming traffic. For 
outbound packets, the DPU generates and inserts IPSec headers/trailers and performs a 
policy lookup using an on-chip database. The data path is capable of processing 1.2 
million packets per second. 

 

Figure  1. Exar SentryFlow 9150 block diagram.  

The third RISC processor, the eSC, handles control-path and management functions. The 
eSC handles exception packets passed to it by the DPU. The eSC also connects with a 
public-key engine and a random-number generator (RNG), which enable high-
performance on-chip IKE processing. For Suite B, the PK engine supports ECDH and 
ECDSA with 256- and 384-bit keys; 521-bit keys are also supported in anticipation of 
future requirements. For backward compatibility, the PK engine supports DH and RSA 
algorithms with key sizes up to 4,096 bits. 

The 9150 includes a number of features and design techniques that help create a secure 
boundary around the chip and its associated components. First, the firmware for the 
embedded RISC processors is stored in serial Flash memory, where it is encrypted and 
authenticated. Exar signs the firmware image to prevent downloading of unauthorized 
code. During operation, the 9150Õs external DRAM channel is used for both external SA 
storage and as the eSCÕs external code store. Using a proprietary randomly-keyed cipher, 
the chip obfuscates all data stored in external DRAM, so physical probing will not yield 
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plaintext information. The 9150 includes tamper-response circuitry to zeroize all 
memories and keys when tampering is detected. Finally, the chip provides a Fast Ethernet 
(RMII) management port as an alternative to in-band management; in this case, 
management frames from the host ports are ignored. 

Figure 2 shows an example dual-port GbE NIC using the 9150. Exar is shipping a similar 
design, the Express DS 4100 card, based on HifnÕs second-generation flow-through chip. 
On the host side, the 9150 connects with a dual-port GbE controller for PCI Express, 
such as IntelÕs 82576, using SGMII. On the network side, an external PHY is required for 
copper (RJ45) ports. For fiber (SFP) ports, the 9150 connects directly to the optical 
modules. As the box labeled Secure Boundary shows, all security parameters are 
contained within the 9150 and its associated memories. Furthermore, the memories do 
not contain useful cleartext data. Thus, a FIPS 140 Level 3 implementation would require 
only a cover over the 9150 designed to trigger the zeroize pin. 

 

Figure  2. Example dual -port GbE Suite B NIC using Exar SentryFlow 9150.  

Deployment Hurdles  

Although Suite B was announced several years ago and FIPS 140-2 has been available 
even longer, deployment of these standards has been quite limited. In large part, this is 
due to the high cost of available solutions. Of course, higher sales volumes could help 
reduce pricing, but classified users have been forced to procure Type 1 equipment instead 
of commercial products. By migrating most systems from Type 1 to Suite B COTS, NSA 
will help create a higher-volume commercial market. In addition to direct Type 1 
replacement, Suite B should expand the available market for classified security by 
eliminating the costly and cumbersome requirements associated with Type 1 equipment.  

Another factor is available chip technology, which can have a large impact on the 
manufacturing cost of FIPS 140 certified products. Using the SentryFlow 9150, Exar or 
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an OEM could develop a very cost-effective NIC that can be easily integrated into off-
the-shelf PCs and servers. This design would combine the 9150 with commodity devices, 
enabling a low latency, low power, secure NIC that uses only standard off-the-shelf 
components. In addition, the 9150's advanced containment features greatly reduce the 
added cost associated with physical-protection mechanisms. 

Despite NSAÕs license agreement with Certicom (now Research in Motion), an 
intellectual-property cloud remains over Suite B implementations. Removing ECMQV 
from the algorithm suite helped this situation, but vendors must still avoid infringing 
CerticomÕs numerous implementation patents. To eliminate this concern, Hifn (now 
Exar) acquired a license to CerticomÕs patents that covers non-goverment as well as 
government applications. As a result, ExarÕs customers need not be concerned about the 
intellectual-property issues surrounding Suite B. 

Medium-assurance products, for lack of a better term, have also suffered from poor 
specifications and testing requirements. NSA operates an initiative, the National 
Information Assurance Partnership (NIAP), which is tasked with meeting the security 
testing needs of both users and vendors. NIAP has developed protection profiles for 
systems, such as VPN gateways, that include requirements for crypto modules. The 
existing Òmedium-robustnessÓ profiles require crypto modules to comply with FIPS 
140-2 Level 3. But FIPS CMVP certification is intended for unclassified government 
networks outside of national security systems.  

Medium-robustness products must be validated through NIAPÕs Common Criteria 
Evaluation and Validation Scheme (CCEVS). These evaluations take from one to several 
years to complete, which is excessive for commercial products. In March 2009, NIAP 
announced it would revise the model for protection profiles. NIAP will replace all 
existing protection profiles with new ones designed to better address the needs of both 
government and commercial sectors. Another goal is to create the test plans and 
documentation required for different labs to achieve consistent results. 

Conclusions  

By developing Suite B, NSA has shown that publicly available encryption algorithms are 
strong enough to protect national-security information. These algorithms also enable 
high-performance silicon implementations that can serve demanding DoD networks and 
commercial-enterprise networks alike. Also selected for Ethernet encryption, AES-GCM 
has been shown to easily scale to 10Gbps and beyond. Elliptic-curve cryptography will 
keep key sizes relatively small, which is important for both government and future 
commercial wireless applications. Suite B also promises to help the industry break away 
from legacy algorithms, such as 3DES and SHA-1, which either perform poorly or are 
too easily broken. 

While NSAÕs efforts are important for government users, greater industry involvement is 
now needed to broaden the commercial appeal of medium-assurance security products. 
There is growing awareness of the need for strong security across an increasing number 
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of industries, including the financial and healthcare sectors. The commercial sector has 
done a good job of developing related standards through bodies such as the IETF. But 
government and industry now need to work together to formalize medium-assurance 
COTS products for broad deployment. The roll out will take time, with the classified 
community leading and other government and critical-infrastructure users following. 

Although chip vendors are far removed from these users, silicon technology is essential 
to both the robustness and cost of COTS designs. With its new SentryFlow 9150, Exar 
has demonstrated how medium-assurance products can be delivered at price points far 
below those of most existing FIPS 140 Level 3 products, let alone Type 1 equipment. 
This enabling technology from chip vendors combined with NSAÕs near-term 
deployment plans for Suite B should generate momentum for COTS products. Broader 
deployments will take some years to complete, but Suite B is pointing the way to a more 
secure future. 
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